QC URITY SOLUTIONS

Proven Security Solutions — CipherShare Tour

* End-to-end Encryption

« High Performance
Elliptical Curve
Cryptograph

* Secure Tunneling

No ‘Super-user’

Split-key Recovery
Configurable Security
Policy

Document
Management

Role-based Access'
Delta-versioning’
Auto-versioning
N-tier Folder Creation
Workgroups

* ‘Need-to-know’ Access End-to-end
control .
Challenge / Response Security

Collaboration

One Solution. Three Integrated Services

* Integrated Secure
Messaging

* Integrated Secure
Chat

+ Auto-Nofification

* Notes

» Tasks

+ Presence Detection

Corporate Firewall

All server
data
transparently
encrypted

Internal Desktop

f;

All the Security You Need

Remote Employee

LAN _:tg

Wireless &
Lot CipherShare
Server

All locally stored
data transparently
encrypted

Internal Desktop

Mobile Employee

Third Party

All transmitted
data transparently
encrypted
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Rroven

Secure Access. Anytime. Anywhere.

S ciphershare =10l
Securely logon : - = - = = - -
from anywhere in % & 4 = & f b B & z

the world Connaz

Connect to Server

Ix

Profile: |Kco\p-JackJelFe\son

f [ TS
Usemarne:  [jack Cancel

0K
Password: || in_l
[E==]
I etk Offline

[T F ber i Seftings >>

Profiles make
logging simple
and easy

Office Name:  [corporate

Securely encrypt
all communication

Securely encrypt
all centrally and
locally stored files

!;L Disconnected

One Simple-to-use Interface

SEipherShare—jatk—(nrpnrate = Dlﬂ
System  Documents Messages Chat  Wiew Help

Single integrated
interface for file

harl 4 % = = # [ a & B B B
sharing, Ditconriet  Lockout " ward | Seah | Impom | Explos  Werk Edit View | Chack Out
messaging & chat »
aing Q C\p}hershare Office [ Document Name S Locked By | Madified By Last Modified
! Users

== Messages
B2 Message Inbox (2)
B Sent Messages (3)
5 Flagged Messages (0)
g Search Messages (0)
M Deleted Messages (5)
= 3 Documents
Recent Documents (3)
2 Unread Documents (1)
E Lacked By Me {0)
Flagged Documents (1}
| Incomplete Tasks (1)
[ Transfer Documents (0)
_\J Download Documents (1)
Search Documents (0)
all Documents (3)
N Deleted Documents (3)

Secure messaging
behaves like
standard email,
but with end-to-
end encryption

Securely access
your files quickly
and easily by
attribute

Store your files

and documents in
a folder structure

1 Corporate Financials
(] Product Design

3 4 | r
that makes sense i o :Il
Online Users: jack =
to 12 Changing status...
User status change complete ]
User 2 |1 selected T 910 bytes 4} 1ke &_‘ Orline: Yy
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Advanced Features. Advanced Ease-of-use.

stiphershare - jack - corporate B =] ]

System Documents Messages Chat  View Help

Easily and & 5 5 & = #h [ & & & E

securew access Disconnect  Lockout Back Forward Search Import Explore Work Edit iew, Check Out  Chex

sensitive files [ @ [ [ DocumentName © | @ LockedBy | ModfiedBy | Last Modfied |
03 Users 3 |Revenue Forecasts.ls () jack jack 1/11/2005 5:54:26 PM

(2 Messages
@J Message Inbox (2)
{3 Sent Messages

Automatically -
‘lock’ shared files . essages (0)
to prevent editing e (El)li;alt;dtressages ¢ FA Microsoft Excel - Revenue Forecasts.xls 5 =10l x|
conflict 59 Recent Documents { J@ File Edit Yiew Insert Format Tools Data Window Help ;Iilﬂ|
=i Unread Documen pd Minerap
B Locked By Me (1)

FIaggedDUcumEntsJ “ﬂ@|§@.3‘"&E\@|ﬂ'f‘"‘%£ﬁ-|100% e
Secrey wok| % oty O ro-[BzyE=E] &
_ J

with files the way suglnad Documen M'@“— Moo ¢ EEERE 2 o A|$§v

you normally do Loms 2]

E'l ,QII Documents (3) S [ B [ C | 5} [ E [

P Deleted Documents - -
Financial Statement - Xcorp

429 Corporate Financial
—1

1
{1 Product Design 2
] Users 3

i¥

Files can be any B complete | I
format, or any size ng document... |4/ a[» [pi}sheet1 ; Sheetz [ Sheets / 14 1
L e
ocument lack complete Ready | el el el | el |_ = Y
Docun |1 selected [—— 5+ ¥ TFE TS i ¥

Sharing is as simpleas 1, 2, 3

# CipherShare - Document Shari

_¥sen Bocuments Dess Share quickly with
L] . 1 Shar,ﬁng large groups through
rrect Disconnect ‘Bhare Groups'

' Users

3 Messages
% Message Inbox (. Select users you want to share this do with:
Sent Messages (2 q .
58t Havged oseage [~Users in Share Group # E:s:t‘i’;;e”w user
Bf} Search Messages I j Confirm endAdd, .,

M Deleted Message:
™

Recent Document i
ﬁ Users in Document Folder Permission. ..

Unread Docum
g Locked By Me (0) | Corporate Financials Confirm and Add... I
[ Flagged Documer Details. ..
] Incomplete Tasks —}
&Y Transfer Docume: Trust Level: G Fully trusted Fingerprint.. .
2 Download Docury — -
[§4 Search Document ] Full Name I Permissions |
Al Documents (3) | =[] corporate users
g Deleted Documen ) E]*_a Finance
Corporate Financ ( s
[ ) Product Design = E(a Production
Share your | 7 a Sde — o
documents and files Lle= BB el ]
s 7 .0: jack Jack Jefferson  Manager
with just one click 1
= - o= lso-sales Sales Local §... Set access
[sharelist update 1 selected Oe= 0 Root Secuiity... permissions to read,
author or manager

|~ Showflatlist [~ Show selected shares only (read-only)
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SECURITY SOLUTIONS

Automatic versioning. Automatic peace-of-mind.

| Import

7D Document Name
24 JRevenue Forecasts.xls

Explore

@ Ciphershare Office

Users

Automatic
versioning
maintains
complete file 1] Create Time | Creator | VersionS...  File Size | Description Type Up%fDown® |
modification Y T
history

‘Delta-versioning’

e |
Cancel
J
and automatic
compression m
e ]
Export
Archive,

Strong
authentication and
digital signatures
add up to non-
repudiation
User sta

Locking ¢
Documer

optimize
bandwidth

i
[Documen

Audit auditmatically.

=10]x]
B & 5 #4 ‘ [ 9 & o & ‘ B z
ornect  Disconnect  Lockout Search Import Explore Work Edit Wiew Check Cut  Check In Chat
Q Ciphershare Office _D Document Name
- ﬁ ;Z:ages M Revenue Forecasts.xs
T B Message Inbox (2) gt CipherShare - Document Audit
3 I%ent Messages (3) Audit
b
o Mo User actions
B ?D( automatically Access Audi: K |
:§ f tracked User | Action Date-Time | Wersion |_
ack Create 111200551818 PM Help |
- : jack Lock 11172005 5:18:18 PM
F jack Create Version 1117200551818 PM 1
(3 Incomplete Tasks (1) jack Upload Version  1/11/20055:18:18 PM 1
5 Transfer Documents (D) jack Unlock 141172005 5:24:16 PM
B Download Documents (1) jack Lock 1/11/2005 5:25:32 PM
e Search Documents (0) jack Create Version 171172005 5:54:26 PM 2 I
ﬂ Al Documents (3) jack Upload Version  1/11/2005 5:54:26 PM 2
] Deleted Doc 5 (3) jack Unlock 171172005 5:54:26 PM I
‘G Finanrisls
=L Digital Signatures:
=3y . Signature | Signed By | Date-Time |
Docurnent ur s ac.tlons Metadata jack 1/11/20055:1818 PM
Starting cha automatically Share List jack 1117200551818 PM
digitally signed Wersion 1 Metadata  jack 111/2005 5:18:18 PM
Ghia: Sated ghially s1g ) Version 1 Datastre... jack 1117200551818 PM
[Chat: started ; ersion 2 Metadata  jack 1/11/2005 5:54:26 PM
— | Wersion 2 Datastre... jack 1/11/2005 5:54: 26 PM |
P
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Integrated Secure Messaging
&, CipherShare - jack - corporate e =10]x]|
System Documents Messages Chat  View Help
¢ > BB w & ¥ ‘
C;‘nm m;‘;f._ %- - , ek | e e | Add a ‘read receipt
=r € to be notified when a
E1-(2) Messa; Message Edt View Help message has been
G Me = ¥ EE " “ =2 retrieved
Send secure |G s Send ‘ Cut Copy Paste Uindo ‘ Help
messages to all or
some of your o Io: | |ida r/
D
workgroup Docur:- Trust Level 0= Untrusted Request read receipt
J ¢ Re: Subject: F‘leeselevizew the financials
Ura
Secure messaging | @& o |Ida
works just like your 8
email client @;: I need your help in verifying the financial statements for the
B vz|3mythe account. FPlease review and comment as soon as possible,
= Do
5:‘ Thanks, Use the
= Al embedded spell
X JacK checker |
User status ch ZI
ida has connec ﬂ
|[15aected p— L T¥ TFD Rl L 2
Etiphershare - jack - corporate _; ; = |D|5|
System Documents Messages Chat  View Help
& & % - o | Fy | & *s EipheShare Chat - jack - corporate = |D|5|
Connect Disconnect  Lockout Back Chat Edit Help
@ %herShare Office Presence detection Trust Level: @ Fully trusted
Users f i
5@ Messages tells you who's online Qida ldalndgn  Onine
@J Message Inbox (2) ﬂiack Jack Jeffersan Online
3 Sent Messages (3) |
B4 Flagged Messages (0) =
m Search Messages (0) , q 5 Jacf
4 Deleted Messages (5) Chat privately with st Level: Fully trusted
E+E Documents selected users On|y Farticipants: ida, jack
8 Recent Documents (3) Starttime: Wednesday, March 09, 2005, 2:57:25 PM
%! Unread Documents (1) I ack says (2:51:49 PM):
5 Locked By Me (0) _ Hello Ida- | could use your help
& Flagged Documents (1) All chat histories can L e ,
B Incomplete Tasks (1) be securely -7 Sure Jack-WWhat's the issuef
£8) Transfer Dacuments (0) maintained for future
Download Documents (17 reference
F*?‘ Search Documents (0)
BH Al Documentts (3) 1 | need to formulate a new strategy for the
ﬁ Deleted Documents (3) healthcare and |Im|
g C°f§°fat= RS All chat sessions are
Product Design full I
3 Users ully secured Send
Document unlocked
Starting chat. ..
Chat started
Chat started 1 selected ;':| 1 2kB T e T
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